~ UBND TINH NAM DPINH CONG HOA XA HOQI CHU NGHIA VIET NAM
SO THONG TIN VA TRUYEN THONG Péc lap - Tu do - Hanh phic

S6627 /STTTT-CBS Nam Dinh, ngay /7 thang 6 nam 2024
V/v kiém tra, ra soat va khic phuc 15 hong béo
mat anh huong cao va nghiém trong trong cac
san pham Microsoft cong bd thang 6/2024

Kinh gri:
- Céc s¢, ban, nganh cua tinh;
- UBND céc huyén, thanh phé;
- VNPT Nam Dinh;
- Viettel Nam Dinh.

Cian ¢t Vin ban s6 1096/CATTT-NCSC ngay 14/6/2024 ciia Cuc An toan
thong tin vé viéc canh bao 16 hong bao mat anh hudng cao va nghiém trong trong
cac san pham Microsoft cong bd thang 06/2024.

Theo do, ngay 11/6/2024, Microsoft da phat hanh danh sach ban va thang
06 v&i 49 16 hong an toan thong tin trong cac san pham cua minh. Ban phat
hanh thang nay dic biét dang chi ¥ vao cac 16 hong an toan thong tin cd mirc
anh hudéng cao va nghiém trong sau:

- L6 hong an toan thong tin CVE-2024-30080 trong Microsoft Message
Queuing (MSMQ) cho phép d6i tugng tin cong thue thi ma tir xa.

- L6 hong an toan thong tin CVE-2024-30103 trong Microsoft Outlook
cho phép doi twong tan cong thuc thi ma tir xa.

- L6 hong an toan thong tin CVE-2024-30078 trong Windows Wi-Fi
Driver cho phép d6i tuong tan cong thuc thi mi tir xa.

- 03 15 hong an toan thong tin CVE-2024-30101, CVE-2024-30102, CVE-
2024-30104 trong Microsoft Office cho phép d6i tuong tin cong thuc thi ma
tur xa.

- L5 hong an toan thong tin CVE-2024-30100 trong Microsoft SharePoint
Server cho phép ddi tuong tan cong thyc thi ma tir xa.

Théng tin chi tiét cdc 16 hong bdo mdt ¢6 tai phy luc kém theo.

Nhim dam bao an toan thong tin cho hé théng thong tin cua cac co quan,
doanh nghiép trén dia ban tinh, S¢ Thong tin va Truyén thong dé nghi cac so, ban,
nganh cua tinh; UBND cac huyén, thanh phé va VNPT Nam Dinh, Viettel Nam
Pinh phdi hop trién khai thuc hién mot s6 ndi dung sau:

1. Pé nghi cac so, ban, nganh cua tinh; UBND céc huyén, thanh phé:

- Kiém tra, ra soat va xac dinh may chd, may tram st dung hé diéu hanh
Windows c6 kha nang bi anh hudng. Thuc hién cap nhat ban va kip thoi dé tranh
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nguy co bi tdn cong (tham khao thong tin tai phu luc kém theo).

- Chi dao, huéng dan, hd tro cac don vi truc thudc va UBND cac x4, phuong,
thi trin t6 chtrc trién khai thuc hién noi dung trén.

- Tang cudng giam sat va kip thoi thong bao vé S& Thong tin va Truyén
thong khi phat hién co d4u hiéu bi khai thac, tAn cong mang.

2. Pé nghi VNPT Nam DPinh, Viette]l Nam Dinh thuc hién viéc ra soat, kiém
tra, cAp nhat ban va cho may tinh, thiét bi trong hé thdng thong tin dang cung cap
cac dich vu, phﬁn mém cho céc co quan nha nudc trén dia ban tinh.

3. Yéu cau Trung tdm Chuyén d6i s6 va Truyén thong:

- Thyce hién ra soat, kiém tra; cap nhat ban va bao mat cho cac may bi anh
huong dbi véi cac may tinh, thiét bi tai Trung tim Tich hop dit liéu cua tinh.

- Lam dau mdi hd tro, huéng dan cac sé, ban, nganh cta tinh; UBND céc
huyén, thanh phd xu 1y, khic phuc 16 hong.

- Chu dong trién khai cac gidi phap va phéi hop véi Trung tam Giam sat an
toan khong gian mang quéc gia (NCSC), Cuc An toan thong tin kip thoi xir 1y khi
phat hién co dau hiéu bi khai théac, tin cong mang, dam bao an toan thong tin tai
Trung tdm Tich hop dit li¢u cua tinh.

S¢ Thong tin va Truyén thong dé nghi cac S&, ban, nganh cta tinh; UBND
cac huyén, thanh phd va VNPT Nam Binh, Viettel Nam Dinh quan tim phéi hop
trién khai thyc hién.

Thong tin lién hé: Pau mdi hd trg ki thuat: 6ng Tran Tuan Anh, K§ su Trung
tm Chuyén d6i s6 va Truyén thong (s6 dién thoai: 0376805976, email:
trantuananh.stt@namdinh.gov.vn); Pau mdi téng hop: ong Pham Vin An,
Chuyén vién Phong Chuyén dbi sé (dién thoai: 0949268749, email:
phamvanan.stt@namdinh.gov.vn).

Tran trong./.

Noi nhin: GIAM POC
- Nhu trén;

- Phong VHTT céac huyén, TP;

- Trung tam VHTT&TT cac huyén, TP;
- Trung tam CDS&TT (dé thyc hién);

- Luu: VT, CBS (anpv).

Vii Trong Qué



Phu luc

Théng tin vé cac lf) hdng bao mit trong sin pham Microsoft
(Kem theo Van ban so ...ISTTTT-CDS ngay .../6/12024 ciia So TT&TT)

1. Thong tin cac 16 hong bao mat

STT CVE Mo ta Link tham khao
- Piém CVSS: 9.8 (Nghiém trong)
- Mb ta: LS héng trong Microsoft
Message Queuing (MSMQ) cho | https://msrc.microsoft.co
phép dbi tugng tan cong thyuc thi ma m/update-
! CVE-2024-30080 tur xa. guide/vulnerability/CVE-
- Anh huéng: Windows 10, 2024-30080
Windows 11, Windows Server
2008, 2012, 2016, 2019, 2022.
- Piém CVSS: 8.8 (Cao)
- M6 ta: L3 hong trong Microsoft
Outlook cho phép dbi tugng tin | https://msrc.microsoft.co
cong thue thi ma tir xa. m/update-
2 CVE-2024-30103 - Anh hudng: Microsoft Outlook | guide/vulnerability/CVE-
2016, 2019, Microsoft 365 Apps for 2024-30103
Enterprise, Microsoft Office LTSC
2021.
- Piém CVSS: 8.8 (Cao)
) Mé. té:.LS hong t,rong;.WindO‘fs https://msrc.microsoft.co
Wi-Fi Driver cho phép doi tugng tan miupdate-
3 CVE-2024-30078 cong thuc thi ma tir xa. . -
> ) . guide/vulnerability/CVE-
- Anh hudéng: Windows 10, 2024-30078
Windows 11, Windows Server 2008,
2012, 2016, 2019, 2022.
https://msrc.microsoft.co
m/update-
- Biém CVSS: 7.8 (Cao) guide/vulnerability/CVE-
- M6 ta: Lo hong trong Microsoft 2024-30101
Office cho phép ddi twong tin cong | https://msrc.microsoft.co
CVE-2024-30101 S
4 | CVE-2024-30107 | v thima tr xa. _ M/update-
- Anh huéng: Microsoft Outlook| guide/vulnerability/CVE-
CVE-2024-30104 1 5016, 2019, Microsoft 365 Apps 2024-30102
) : pps for
Enterprise, Microsoft Office LTSC| htps://msrc.microsoft.co
2021 m/update-

guide/vulnerability/CVE-
2024-30104
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- Piém CVSS: 7.8 (Cao)
- Mb ta: LS hong trong Microsoft
SharePoint Server cho phép dbi

L, C https://msrc.microsoft.co
tuong tan cong thuc thi ma tu xa.

5 | CVE-2024-30100 | - Anh huong: Microsoft SharcPoint | /Pdate-
Server 2019, Microsoft SharePoint guide/vulnerability/CVE-
' 2024-30100

Enterprise Server 2016, Microsoft
SharePoint  Server  Subscription
Edition.

2. Hwéng din khic phuc

Bién phap tt nhat dé khic phuc 13 cap nhat ban va cho cac 16 hong an toan
théng tin ndi trén theo huéng dan ciia hang. Quy don vi tham khao cac ban cap
nhat phi hop cho cac san pham dang st dung tai link nguon tham khao tai muc 1
cua Phu luc.

3. Tai li€éu tham khao

https://msrc.microsoft.com/update-guide/

https://www.zerodayinitiative.com/blog/2024/6/11/the-june-2024-
security-update-review
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